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Introduction - Why email encryption is necessary 
 

This user guide aims to help you understand how to receive and reply to secure emails from Lloyds 

Banking Group.  You may also see this referred to as encrypted email.   

Lloyds Banking Group takes email security very seriously.  Using a secure email solution provides an 

added layer of protection to minimise the risks of interception and misuse of confidential information 

and ensures that information can only be viewed by the intended recipient. 

Lloyds Banking Group’s Information Security policy mandates that confidential electronic information 

exchanged with external parties must be encrypted.  As cyber threats increase it is imperative we 

recognise and manage confidential information appropriately.  

The Bank is now starting to use OME (Office Message Encryption) to deliver secure emails.  You 

shouldn’t need any special encryption software and should be able to read using an internet browser 

such as Edge or Chrome etc.   

Depending on the type of email account you have will impact the way you are notified and open the 

OME email.  For example. if you use a Microsoft account such as outlook.com, outlook.live, 

Hotmail.com, the email will appear in your inbox like any other email but will have a padlock next to 

it to let you know that the email and any attachments are encrypted.  Just simply double click on the 

email to open.  For all other email accounts, see the simple three step process on the next page.  

 

The email example below shows you what a secure email looks like: 

 

  



 

Classification: Public 

Step by step instructions 
 

Be Scam Aware: You will never be required to enter information such as your account numbers, 

passwords, or any other personal identification information to access our emails. 

The 3 simple steps to access a secure email from LBG:  

 

1. Read the message. The email you receive will contain a ‘Read the message’ button that will 

take you to a screen giving you options on how to access the email.   

 

2. Sign In with Google or a One-Time passcode. If you have a Google or Yahoo email account, 

you can just select ‘Sign in with Google’ (step 3 will then not be necessary).  For all other email 

accounts select ‘Sign in with a One Time Passcode’, which will automatically send you an 8-

digit number to your email address which will be active for up to 15 minutes.  This means you 

do not have to set up or remember a password. 

 

3. Enter 8-digit passcode.  Enter (or copy and paste) the 8-digit passcode you receive into the 

screen and press ‘Continue’.  Before pressing ‘Continue’, you also have the option to select a 

checkbox which would keep you signed in for 12 hours, so you only have to follow this access 

process once during that timeframe (but advisable only when using a private computer and 

not a shared device). 

 

 

Examples of the screens you will see in steps 1 to 3 above can be found in the next section. 

Note: Simply selecting ‘Reply’ or ‘Reply All’ to the email you receive from us will also automatically 

encrypt your email response (including any attachments). 
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Appendix – Screens you will see 
 

Step 1 – Email Received 

 

 

Step 2 – Sign in Options 
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Step 3 – Retrieve 8 digit passcode… 

 

 

…and enter passcode into screen presented and press Continue. 
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