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Important things to know before you  
get started:

The Cardnet Merchant Agreement is part of a pack of important documents alongside our Cardnet 
Merchant Specific Conditions and Merchant Operating Manual. It’s important you take the time to 
read them.

The Cardnet Merchant Agreement explains what you need to know about our acquiring service and 
other related services. It includes information about how the service works, the rules you need to 
follow, the charges you’ll pay and what happens if a cardholder disputes a transaction.

To help you find what you need in the Cardnet Merchant Agreement, see What’s in the Cardnet 
Merchant Agreement?

Charges – You’ll pay charges for our services. The charges are set out in the Cardnet Merchant 
Specific Conditions.

Chargebacks – A chargeback or dispute is where a cardholder or card issuer disputes a transaction 
and requests the money back for something that has been paid for. The Cardnet Merchant 
Agreement sets out what you need to do when a chargeback or dispute occurs and when you might 
lose money because of a chargeback or dispute. See What is a Chargeback and what rules apply to 
Chargebacks? for more details.

What happens if things go wrong – The Cardnet Merchant Agreement sets out when we will be 
responsible for money you lose, and when you will be responsible for money we lose. See What are 
you responsible for under the Agreement? and What are we responsible for under the Agreement? 
for more details.

What do you need to do now?

•	 Read your pack of documents. It is really important that you do this so that you understand how 
our services work.

•	 Download, print and keep a copy of the documents so you can refer back to them at any time. We 
can also supply the documents in a different format.

•	 If you need help or you have any questions, you can always contact us. Call us on 01268 567100. 
Lines are open 8am to 9pm Monday to Saturday.
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Meaning of the words we use

Additional Currency Any currency we may notify you of.

Additional 
Verification Protocol

The process we use to meet Strong Customer Authentication requirements (the 
requirement for verification of a user’s identity in two ways) which may include the 
Three-Domain Secure protocol developed by Visa and Mastercard (including “Verified 
by Visa” and “Mastercard SecureCode®”), the “safe key” provided by American Express, 
ProtectBuy® from Discover Global Network and other programmes notified by us from 
time to time.

Affiliate
In relation to us, any other entity which directly or indirectly Controls, is Controlled by, or 
is under direct or indirect common Control with us and which includes Cardnet Merchant 
Services Limited (a company registered in England with company number 735844).

Agreement
The Cardnet Merchant Agreement, the Cardnet Merchant Specific Conditions and 
any other documents we tell you that you need to read because they are part of 
the Agreement. 

API
An “application program interface” which you or a third party appointed by you 
uses to host the internet payment pages necessary to facilitate your use of our 
Payment Gateway.

Authorisation

Either:

•	 confirmation from the Card Issuer that the Cardholder has enough funds and the 
Cardholder’s Card has not, at the time Authorisation is requested, been reported lost 
or stolen; or

•	 the authorisation of a Refund to a Cardholder.

Bank, we or us Lloyds Bank plc trading as Cardnet® of 25 Gresham Street, London EC2V 7HN.

Business Day
A day which is not a Saturday, Sunday or public holiday in England and we are open 
for business.

Card
Any Mastercard, Maestro, Visa, UnionPay International, Japan Credit Bureau, American 
Express or Discover® Global Network (Discover® and Diners Club International®) card, and 
any other cards notified by us to you.

Cardholder Any individual issued with a Card for his/her use.

Card Issuer An organisation which is a member of a Card Scheme and issues Cards to Cardholders.

Card Not Present  
Transaction

A Transaction between you and a Cardholder where neither the Card nor the Cardholder 
is present at the time of the Transaction. This is often a Mail/Telephone Transaction, an 
E-Commerce Transaction or where the payment is made using a Payment Gateway.

Chargeback 
A Transaction that is disputed by a Cardholder or Card Issuer and is returned to us under 
the Rules.

Card Scheme
Mastercard, Maestro, Visa, UnionPay International, Japan Credit Bureau, American 
Express, Discover Global Network (Discover4 and Diners Club International) and any 
other scheme notified by us to you.

Card Security Code
The three or four digit security code located in the signature strip and specified on the 
front or back of a Card.

Connect
The internet payment pages which we host for you in order to help you take payments 
online (equivalent to a Hosted Payment Page).

Control
The ability to direct the affairs of another whether by ownership of 25% or more of the 
issued shares, by contract or otherwise (whether directly or indirectly) and “Controlled” 
and “Controlling” will mean the same.

Currency Transaction
A Transaction where the Cardholder requests that it is made in the local currency of the 
country in which the Cardholder’s Card is issued which is not the UK.

Data Capture Equipment 
and Software

Any device (such as a Terminal) or software solution used at the Point of Sale to capture 
and/or submit Transaction Data to us.
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Data Security Event
Any event where Cardholder data or Transaction Data (including any Card data or 
personal data) is stolen, misused or disclosed to an unauthorised person.

Dynamic Currency 
Conversion or DCC

A service to have funds equal to the value of the goods or services which a Cardholder 
wishes to buy from you converted from the currency of the country in which you are 
located to the currency of the Cardholder’s Card.

Dynamic Currency 
Conversion Provider 
(DCCP)

A third party provider of the DCC Service approved by us.

Dynamic Currency 
Conversion Service 
(DCC Service)

The facility to allow Cardholders to enter into Transactions with you in the Additional 
Currency of the country in which the Cardholder’s Card was issued.

E-Commerce  
Transactions

A Card Not Present Transaction carried out over the internet via a fixed or mobile device 
in which Card details are transmitted by the Cardholder to you via the Internet, or any 
other public or private network.

Final Authorisation

Confirmation by the Card Issuer that the Cardholder has enough funds in respect of 
the relevant Pre-Authorised Transaction where the full amount is now known and the 
Cardholder’s Card has not, at the time Final Authorisation is requested, been reported 
lost or stolen.

Foreign Currency Fee
The percentage sum applied to the local currency equivalent of each Currency 
Transaction which will be paid to the Merchant by DCCP.

Integrated Payment Page
An API that enables you to host payment pages on your own server, meaning Cardholders 
can complete their payment without leaving your website.

Hosted Payment Page
The internet payment pages which we host for you in order to help you take payments 
online without handling sensitive payment information directly on your own websites.

Lloyds Bank Online  
Payments

Lloyds Bank Online Payments is a transaction processing gateway which enables you to 
process payment transactions with your customers through your website and/or a Virtual 
Terminal (where applicable).

Lloyds Banking Group
Lloyds Banking Group plc registered in Scotland with a company number of SC095000 
and any of its subsidiaries.

Mail/Telephone  
Transactions

A Card Not Present Transaction in which Card details are provided to you via mail 
or telephone.

Merchant, you or your The business named in the Cardnet Merchant Specific Conditions.

Merchant Account
The record we maintain of your Transactions, fees and charges. Each account you will 
have a merchant identification number.

Merchant Identification  
Number 

The 15 digit unique number that is given to each of your business units to identify them.

Merchant Operating 
Manual or the Manual

The information manual available under Existing Customers > Terms & Agreements on 
lloydsbank.com/cardnet. 

Merchant Specific  
Conditions

The document that sets out the key commercial terms and the charges and fees that 
relate to the provision of the services by us.

Multi-Currency  
Transaction

A Transaction which is not in pounds sterling.

Payment Gateway
A transaction processing gateway which allows a Merchant to process payment 
transactions with their customers through their website and/or a Virtual Terminal 
(where applicable).

Pay by URL/Pay by Link
An additional feature within the Virtual Terminal that allows you to generate a URL that 
can be emailed to a Cardholder for payment.

Payment Service Provider 
or PSP

Any person authorised to provide a payment service.

PCI DSS
The Payment Card Industry Data Security Standards as developed and maintained by 
the PCI SSC.

PCI SSC The PCI Security Standards Council or any successor body.

https://www.lloydsbank.com/business/take-payments-with-cardnet.html
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Point of Sale

•	 for over the counter Transactions, the physical location at which you 
accept Transactions;

•	 for Mail/Telephone Transactions, the physical location at which you receive Card and 
Cardholder information; or

•	 for E-Commerce Transactions, your (or your agent’s) domain name host website.

Pre-Authorisation

Where the exact amount of a future Transaction is unknown, confirmation by the Card 
Issuer that the Cardholder has funds, that the Cardholder’s Card has not, at the time of 
the Pre-Authorisation, been reported lost or stolen and that an agreed amount may be 
reserved on the Card for the purposes of the Transaction.

Purchase with Cashback
A Transaction where a Cardholder receives cash as well as goods or services where 
available under the Rules.

Purchase with 
Cashback Limit

The maximum amount of cash you can choose to offer a Cardholder by way of Purchase 
with Cashback.

Refund
The return of funds to a Cardholder of an earlier Transaction between you and 
the Cardholder.

Regulated Card

Any Card other than:

i.	 a Card which is issued by an issuer located outside the UK; or

ii.	 a commercial Card.

Regulatory Exclusion 
means the ability to rely on an exemption under the Financial Conduct Authority rules 
that require you to obtain regulatory approval.

Rules
The rules and operating instructions of each particular Card Scheme, which may be 
updated from time to time.

Sales Receipts and 
Refund Receipts 

The tally roll receipt (paper or electronic) supplied by you to the Cardholder recording 
Transaction Data. Other forms of receipt may be appropriate, but you will need our 
express permission to use them.

Services
The acquiring Services, the gateway services and such additional services (if any) 
identified as applicable in the Merchant Specific Conditions or otherwise agreed in 
writing with you.

Settlement The payment of amounts to be paid by us to you or by you to us.

Supplier
Any third party supplier that provides all or any part of the acquiring or gateway 
services to Cardnet (under a direct contract with Cardnet or through another third 
party supplier).

System
Your system complying with any specifications we may notify you of so you can accept 
Currency Transactions.

Terminal
An electronic data capture device approved by us for the capture and submission of 
Transaction Data.

Transaction
Any transaction carried out between you and a Cardholder using a Card or placing a Card 
Not Present Transaction.

Transaction Cut-Off  
Time

9pm on any Business Day.

Transaction Data Information relating to a Transaction submitted to us for processing.

Virtual Terminal
A web-based, standalone Mail/Telephone Transactions application software that allows 
you to process Card payments over the phone, without the Cardholder being present. 
Virtual Terminal may include additional features e.g. Pay by URL/Pay by Link.



4y

Part A

1.	 What is in the pack of important documents which you need to read?
The Cardnet Merchant Agreement is part of a pack of important documents alongside our Cardnet 
Merchant Specific Conditions and Merchant Operating Manual. 

Important document What does it tell you about?

Cardnet Merchant Agreement 

Explains important points that you need to know about the 
Services and what you need to do when you are receiving 
Services from us. This is part of the Agreement between you 
and us. 

Cardnet Merchant Specific Conditions
Provides information about the specific services you want to 
receive from us and the charges you will pay. This is part of the 
Agreement between you and us.

Merchant Operating Manual

Sets out the processes and procedures for accepting and 
processing Transactions.

This is not part of the Agreement between you and us, but it is 
still an important document. You must always comply with the 
processes and procedures in the Merchant Operating Manual. We 
can change and update the Merchant Operating Manual when 
we need to so you should always check you are looking at the 
most up to date version.

2.	 What happens if other documents we have given to you say something 
different to the Cardnet Merchant Agreement?
2.1	 If the Cardnet Merchant Agreement says one thing and the Cardnet Merchant Specific 

Conditions say something else that may conflict with what is said in the Cardnet 
Merchant Agreement, the Cardnet Merchant Specific Conditions will apply unless we tell 
you otherwise.

2.2	 If the Cardnet Merchant Agreement says one thing and the Merchant Operating Manual 
says something else that may conflict with what is said in the Cardnet Merchant Agreement, 
the Cardnet Merchant Agreement will apply. 

3.	 What are the Services?
3.1	 We are a member of the Card Schemes and we are authorised to provide the Services 

so that you can accept credit card and debit card payments from your customers. For 
certain Services provided by us, you may be required to sign a separate contract. Where we 
refer you to a Supplier for any part of the Services that we do not provide, you will sign a 
separate contract with the Supplier

3.2	 We will maintain a Merchant Account for you so we can provide the Services.

4.	 What kinds of Cards can you accept?
4.1	 You can choose which Cards to accept. 

4.2	 If you choose to accept a Regulated Card, you must accept all Regulated Cards of this type 
regardless of who has issued the Card. 

Example: If you accept a Visa debit card, you must accept all Visa debit cards.
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5.	 What kinds of Transactions can you accept?
5.1	 You can only accept Transactions in Sterling unless we have agreed in writing with you that 

you can accept Transactions in other currencies. 

5.2	 If you are allowed to accept Transactions in other currencies, the additional terms in 
clauses 56 and 57 will apply to you.

6.	 What rules must you follow when you are accepting Transactions?

You must:

•	 show that the Card was present for each Transaction (except for Card Not 
Present Transactions).

•	 only add a fee/surcharge to the price of goods or services being purchased by a Card if:

	– the Card is not a Regulated Card; and

	– the fee/surcharge is no higher than the actual cost to you of accepting the Transaction. 

•	 for the UnionPay International and Japan Credit Bureau Card Schemes only, ensure that any 
additional charge is the same for each Card type.

•	 prominently show any surcharge you add at the Point of Sale. 

•	 include any surcharge in the Transaction amount (this means you are not allowed to process 
it separately).

•	 contact us immediately on 01268 567100 if you are contacted with a proposal to buy 
your Transactions.

•	 cancel Transactions if they have been processed in error or the amount of a Transaction changes 
and provide the Cardholder with a copy of the receipt showing the cancelled Transaction.

•	 include taxes in the amount charged on Transactions.

•	 display Visa, V Pay, Mastercard, Maestro, Discover® Global Network (Diners Club International®, 
Discover®) UnionPay International (UnionPay), JCB and other scheme logos on promotional 
materials showing clearly which Cards you do or don’t accept.

•	 provide Cardholders with the option of receiving confirmation of the Transaction for their 
records. This doesn’t need to be a separate receipt. The Card payment data can be included at 
the bottom of your Point of Sale itemised receipt instead. With chip and PIN-capable Point of 
Sale, the information should show that it is PIN verified. You must only show the last four digits 
of the Card number on the Cardholder’s copy.
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You must not:

•	 accept any Transaction which is in dispute.

•	 accept any Transaction which has not been undertaken in good faith between you and 
the Cardholder.

•	 submit any Transaction Data for processing on a Transaction which is in dispute or has not been 
undertaken in good faith between you and the Cardholder.

•	 accept any Transaction where the Point of Sale is outside the United Kingdom unless we 
have agreed to this. You also must not submit for processing any Transaction Data on such 
a Transaction.

•	 accept any prepayment or deposit using a Card without our approval.

•	 accept any Transaction using a Card issued in your name or on your account. We may give 
permission for these Transactions but it is important that you ask for our approval first.

•	 accept Transactions using Cards issued in the name of partners, officers or employees of your 
company, or any member of their immediate family or household. We may give permission for 
these Transactions but it is important that you ask for our approval first.

•	 accept any Transactions which fall outside of the description of your business without 
our written approval. The description of your business is set out in the Cardnet Merchant 
Specific Conditions

•	 collect any taxes on the amount charged on a Transaction in cash.

•	 suggest that Cardnet, Visa, Mastercard, UnionPay, JCB, Discover® Global Network, its partners 
or any other association recommends your goods and services.

•	 submit a Transaction or sale which has been previously charged back. 

•	 accept any direct payments from Cardholders, for example, cash/cheques for the credit of the 
Card account. Only the Card Issuer is authorised to receive these payments.

•	 process paper transactions. The only time you can do this is where fallback procedures have 
to be used. These are procedures where the initial process fails so you manually process a 
Transaction and obtain Authorisation.

7.	 What limits do we apply on Transactions?
7.1	 We may put a limit on the total value of Transactions we will process over a period of time. 

You will know if we have put a limit in place as we will have discussed this with you. 

7.2	 If we put a limit in place:

7.2.1	 we will review the limit and change the limit if we think it is necessary; 

7.2.2	 you can ask us to increase the limit. If you do this, we will discuss this with you and 
we may ask you to provide security to us; 

7.2.3	 you need to let us know if you are reaching the limit; and 

7.2.4	 if you go over the limit, we may need to suspend processing Transactions and we may 
need to take other actions. We will discuss these with you if you go over the limit.

8.	 When do you need to obtain Authorisation for a Transaction?
8.1	 You must obtain Authorisation for each Transaction. The only time you don’t need to do 

this is where the exact amount of the Transaction is unknown and we have agreed with you 
in writing you can obtain Pre-Authorisation and Final Authorisation instead. In that case, 
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you can obtain Pre-Authorisation as long as the Cardholder agrees the exact amount to be 
reserved on the Card.

8.2	 Example: The exact amount of the Transaction might be unknown on check in at a hotel 
because there may be additional extras charged on check out. 

8.3	 If Authorisation, Pre-Authorisation and/or Final Authorisation is refused, the Transaction 
must not proceed. You must not ask for Authorisation, Pre-Authorisation and/or Final 
Authorisation for a different amount. 

8.4	 Authorisation or Final Authorisation are not a guarantee of payment from us. For example, 
the Transaction could still be subject to a Chargeback. Authorisation is also not a guarantee 
that the person using the card is the rightful Cardholder.

8.5	 If you don’t process a Transaction in line with the Cardnet Merchant Agreement and the 
Merchant Operating Manual and/or a Cardholder denies having authorised or taken part 
in a Transaction, we can choose to withhold or return Transactions as unpaid. This means 
that we may either delay paying you whilst we investigate exactly what has happened 
and/or we may cancel the Transaction and you will not get paid for that Transaction. If 
we have already paid you, we may take the money paid for that Transaction out of your 
Merchant Account.

9.	 When can you offer Purchase with Cashback and what rules apply to 
Purchase with Cashback?
9.1	 You must not offer Purchase with Cashback unless we have agreed to this in writing and we 

have given you a Purchase with Cashback Limit.

9.2	 You can offer Purchase with Cashback for debit cards. You must not offer Purchase with 
Cashback for credit cards.

9.3	 The cash you give out must not be more than the Purchase with Cashback Limit. 

9.4	 Cash must not be given if fallback procedures have to be used. These are procedures where 
the initial process fails so you manually process a Transaction and obtain Authorisation.

10.	 When can you offer Mail/Telephone Transactions and E-Commerce 
Transactions and what rules apply to them?
10.1	 You must not accept Mail/Telephone Transactions or E-Commerce Transactions unless we 

have agreed to this in writing.

10.2	 We can change our mind and remove our permission if we judge that there are unacceptable 
levels of Cardholder disputes. We will let you know if this happens.

10.3	 Where you accept Mail/Telephone Transactions, you confirm that:

10.3.1	 you will not request that Card details are submitted by email or over the Internet, 
and then input a Transaction as a Card Not Present Transaction to a Terminal;

10.3.2	 you will request Authorisation in the way set out in Merchant Operating Manual; 

10.3.3	 you will operate within all legal and regulatory rules and meet all Card Scheme 
requirements for Mail/Telephone Transaction acceptance which we tell you about;

10.3.4	 it is your responsibility to check the Cardholder’s address and make sure that the 
goods are sent to this address; and

10.3.5	 you will never hand goods to the Cardholder at the Point of Sale or allow the 
Cardholder to collect the goods. 
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10.4	 Where you accept E-Commerce Transactions, you confirm that:

10.4.1	 you won’t, and you will make sure that your agents and customers don’t, use any 
website in a way which might risk the integrity, confidentiality, or security of any of 
the items listed below (including by disabling devices and sending unsolicited emails):

10.4.1.1	 your Terminals or your agents’ Terminals;

10.4.1.2	 any associated equipment;

10.4.1.3	 any computer system, servers or network used by you to communicate 
with us; 

10.4.1.4	 any computer system, servers or network used by you to communicate with 
Cardholders; and/or

10.4.1.5	 any other computer systems;

10.4.2	 you will operate within all legal and regulatory rules and will meet all Card Scheme 
requirements for E-Commerce Transaction acceptance which we tell you about. 
For example, you must authenticate all Maestro E-Commerce Transactions using 
Mastercard Identity Check;

10.4.3	 only those goods and services set out in Part 2 of the Cardnet Merchant Specific 
Conditions, or agreed by us in writing, will be offered on your website; 

10.4.4	 if we consider that any goods or services offered may affect us or the Card Scheme’s 
reputation, we may stop accepting Transactions immediately until the problem has 
been fixed;

10.4.5	 it is your responsibility to check the Cardholder’s address and make sure that the 
goods are sent to this address; and

10.4.6	 your website will contain the information below. That information will be kept up to 
date and will be in line with the requirements of all applicable laws, regulations and 
codes of practice.

Information your website must contain:
	9 details of the full legal entity that your customers will be transacting with;

	9 your business address and country;

	9 Card Scheme logos in full colour to indicate Card acceptance;

	9 a complete description of the goods or services offered for sale by you on your website;

	9 any return/Refund policy;

	9 a customer service contact, including email address or telephone number and international 
dialling code;

	9 the transaction currency;

	9 any export restrictions (if known);

	9 a delivery policy;

	9 a consumer data privacy policy;

	9 information on the website’s security capabilities;

	9 your policy for transmission of payment Card detail;

	9 Cookie policy and data protection policy; and

	9 your purchase terms and conditions made available to the Cardholder during the order process. 
These must be on the same screen used as the checkout screen showing the total Transaction 
amount or within the customer journey before the final checkout.
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10.5	 We may require you to use Additional Verification Protocols. If you don’t do this within the 
time we have requested, we can stop processing Transactions immediately. When you are 
using Additional Verification Protocols, you must follow any instructions we give. 

10.6	 You must not retain any Card Security Code data for any Transaction. You must destroy 
that data on completion of the Transaction.

10.7	 You must accept Contactless Transactions. You must show the Contactless Transaction 
acceptance marks at your Point of Sale to encourage the use of Contactless.

11.	 When can you offer recurring transactions and what rules apply to 
recurring transactions?
11.1	 Recurring transactions are transactions which a Cardholder has agreed can be charged to 

their Card at agreed intervals or on agreed dates. They can be for a specific amount or for 
an amount due to you for the ongoing provision of services or goods.

11.2	 You must not accept recurring transactions unless we have agreed to this in writing. 

11.3	 For each recurring transaction, you must get the Cardholder’s agreement in advance and in 
writing that the goods or services can be charged to their Card. You will be responsible for 
confirming the identity of the Cardholder and the relevant Card. 

11.4	 If you offer free trial periods, there are specific Card Scheme requirements you will need to 
follow. Please contact us if this applies to you.

12.	 What rules apply to Refunds?
12.1	 Refunds must be made on the same card as the original Transaction. 

12.2	 Refunds must not be made in cash.

12.3	 A full or part payment of the original Transaction can be given. You must not process a 
Refund that does not relate to an original sale.

Example: You may need to give a part payment for a Refund where only one item is being 
returned from a mixed basket.

12.4	 You must process each Refund in line with the operating instructions for the Terminal. 
If there aren’t any operating instructions, you must process the Refund in line with the 
Merchant Operating Manual.

12.5	 You must not accept money from a Cardholder for the purpose of processing a Refund.

12.6	 You will incur a Card Scheme authorisation fee for each Refund. This fee is set out in the 
Cardnet Merchant Specific Conditions.

13.	 What rules apply to the presentation of Transactions?
13.1	 You must make sure Transaction Data is correct and complete before sending it to us.

13.2	 When you send Transaction Data to us, you confirm that:

13.2.1	 all statements and facts contained in the Transaction Data are correct and complete 
to the best of your knowledge; 

13.2.2	 you have supplied (or, for a prepayment or deposit, have agreed to supply) the 
relevant goods and/or services and for the value set out in the Transaction Data; and

13.2.3	 you haven’t split a Transaction into two or more Transactions.
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14.	 What must you do to promote Cards?
14.1	 You must display the materials that we supply to you for promoting Cards, so that they are 

obvious to Cardholders.

14.2	 You must clearly show which Cards you do and don’t accept. You must do this at your Point 
of Sale, in your catalogues or promotional materials and your shop window or front (if you 
have one).

14.3	 You can’t use or display any other material relating to any Card without our agreement.

15.	 When can you use our Trade Marks?
You can’t use our name or logo unless we have agreed to this in writing in advance.

16.	 What are your responsibilities in relation to equipment and software 
which you use for sales? 
16.1	 You must not use any Data Capture Equipment and Software unless we have agreed to this 

in writing. 

16.2	 If you want to make changes to any Data Capture Equipment and Software we have 
approved, you must ask for our agreement before submitting any Transaction Data to us 
using it.

16.3	 If we provide you with a test card (or code) for staff training, changing the functionality of 
Terminals or authorising Refunds, you must make sure that only staff you authorise have 
access to the card or code. You are responsible if the card or code is misused.

16.4	 You are responsible for the security, safekeeping and maintenance of Data Capture 
Equipment and Software. You must make sure that the security and maintenance measures 
you take (or your agents take for you) meet our requirements. 

16.5	 You must allow us (or anyone acting on our behalf) to have access to your Data Capture 
Equipment and Software (and your agents’ Data Capture Equipment and Software) so we 
can check whether it meets our requirements. You must allow this at any time, but we will 
give you reasonable notice. You must allow us to do this in person or electronically. 

16.6	 If we feel any agreed Data Capture Equipment and Software no longer meets our security 
standards, we may require you to replace it. This is to help to protect you from fraud.

16.7	 If you are contacted about your Data Capture Equipment and Software and are suspicious 
about that contact, please call us on 01268 567100. Please also tell your Terminal supplier.

17.	 What are your responsibilities in relation to data security?
17.1	 You must comply with PCI DSS at all times. The rules in PCI DSS change sometimes so that 

they keep up to date with new security threats or market changes. You must comply with 
the rules as they change. 

17.2	 You must confirm your compliance with PCI DSS every year. You have three months to 
report your compliance with PCI DSS. This starts from when we write to provide you with 
your access details to the Lloyds Bank Cardnet merchant PCI portal. If you don’t do this 
within the 3 month period, you’ll have to pay a monthly non-compliance charge, as set out 
in your Cardnet Merchant Specific Conditions.

17.3	 You and your agents must comply with our requirements for Cardholder data and 
Transaction Data. 

17.4	 If we ask, you must provide us with copies of any PCI SSC documentation which you have 
received or which has been completed by you or your agents. 
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17.5	 You give us permission to send PCI SSC documentation to a PCI SSC assessor for evaluation. 
If a PCI SSC assessor says that changes are needed to make sure that you and your agents 
are PCI DSS compliant, you must take any steps they have suggested.

17.6	 If we ask, you must quickly confirm in writing that you and all third parties that store, 
transmit or process Transactions on your behalf are fully compliant with all of the data 
security requirements above. If we ask, you must quickly provide proof of this to us. 

17.7	 You must make sure that a Data Security Event does not happen. A Data Security Event is 
any event where Cardholder data or Transaction Data (including any Card data or personal 
data) is stolen, misused or revealed to someone who isn’t authorised to see it.

17.8	 If a Data Security Event takes place or you think it might have done, you must tell us in 
writing immediately. You must give us these details:

17.8.1	 your full name, trading name (if any) and the Merchant Identification Numbers which 
you think have been stolen, misused or revealed to someone who isn’t authorised to 
see them;

17.8.2	 a full description of the Data Security Event;

17.8.3	 details of the number of affected Cardholders; and 

17.8.4	 a copy of all communications between you and any Card Issuer or Cardholder about 
the Data Security Event.

17.9	 If we ask for more information about the Data Security Event, you must give this to 
us immediately.

17.10	 You must get our agreement before you spend any money fixing a Data Security Event 
which you will try to claim back from us. We will always agree unless there is a good reason 
not to.

17.11	 You will indemnify us for any and all claims, proceedings, actions, complaints, fines, losses, 
liabilities, penalties or demands from third parties (including Cardholders, Card Schemes, 
Payment Service Providers or the PCI SSC) and any losses, damages, costs or expenses 
directly or indirectly arising out of or in connection with any Data Security Event.

17.12	 If you receive an email from somebody claiming to be a bank or an official business asking 
for Transaction details of all Cards recently accepted for payment, you must report this to 
us straight away on 01268 567100.

18.	 Can you use agents?
18.1	 You must tell us 20 Business Days before you intend to appoint an agent who will be 

responsible for processing or storing Transactions on your behalf. You must have our 
agreement in writing before they are appointed.

18.2	 You must tell us 20 Business Days before you remove an agent. 

18.3	 You will be responsible for anything which your agents do or don’t do. You will indemnify us 
for any and all claims, costs, losses, expenses and liabilities, which we may suffer or incur as 
a result, directly or indirectly, of anything which your agents do or don’t do.

18.4	 You must give us, any PCI SSC assessor and any of their representatives or advisers access 
between 9am to 5pm from Monday to Friday each week to all information submitted to 
us relating to the agent’s processing or storage of any Transactions. You must allow them 
to carry out any necessary checks (at the agent’s premises) under the Rules and/or the PCI 
SSC’s requirements.
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19.	 When will we make payments to you?
19.1	 Any money that we owe you will be paid to the bank account you have chosen in your 

application form.

When will we add the money 
to your bank account?

Usually within five Business Days of receiving the relevant Transaction Data 
from you.

This will be quicker if you have chosen Faster Settlement.

For Faster Settlement, we will usually add the money to your bank account by the 
end of the next Business Day. This is the Business Day after the Transaction Data 
is received from your Terminal or from your Polling Bureau (for example, from a 
Payment Service Provider acting on your behalf). Faster Settlement is only available 
for Transactions carried out at your outlets in the United Kingdom and in Sterling. 
Faster Settlement is not available for daily payment of amounts over £99,999 or 
if your bank is not a member of the Faster Payments Scheme. There is a charge for 
Faster Settlement – see the Cardnet Merchant Specific Conditions.

When might you have to wait 
before we can add the money 
to your bank account?

If we think that any Transaction is fraudulent or involves criminal activity.

If any Transaction seems unusual to us. 

If the number or size of Transactions is a lot more than we expected.

If any events happen which would allow us to end the Agreement immediately – 
see When can you or we end the Agreement and how much notice will be given? 
This applies whether we have ended the Agreement or not.

How long will you have to wait?

We will wait to add the money to your bank account until:

we think that the Transactions are genuine;

the Transactions won’t be the subject of a Chargeback; and

you have done everything we have asked you to under the Agreement and the 
Merchant Operating Manual.

19.2	 You must tell us about any changes to your bank account details at least 10 days before we 
are due to pay any money into your bank account.

20.	What charges will you need to pay? 
You will need to pay the charges to us for the Services. The charges are set out in the Cardnet 
Merchant Specific Conditions.

21.	 How and when can we change the charges? 
21.1	 We will give you at least two months’ prior written notice of changes to charges both during 

and after the Initial Term before they apply to you unless (a) we are required to make the 
changes immediately; or (b) the changes result from changes to Interchange or Scheme 
Fees and we are able to make the change without giving you prior notice of the change. If 
this happens, we will give you notice immediately after we have made the change. Where 
we supply you the Devices, the charges for the Devices can change at any time with prior 
written notice and if you need the latest charges for Devices, please contact our customer 
development team on their usual number.

21.2	 If you are unhappy with the change, you can tell us at any time before the change starts to 
apply. You must tell us by any of the methods set out in the communication from us telling 
you about the change. We will stop providing the Services. You’ll need to repay any amounts 
you owe us. 

21.3	 If you don’t tell us before the date the change starts to apply, you will have accepted the 
change and the new charges will apply from that date. 
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22.	What other money might you need to pay to us?
22.1	 You will need to pay us for:

22.1.1	 any Refunds you make (if we have not already taken those off the money we pay to 
you for Transactions);

22.1.2	 any Chargebacks; 

22.1.3	 any payments made by us where the Transaction is found to be invalid; and

22.1.4	 the full amount of any overpayments made by us.

22.2	 If we (or our agents) have to pay any fees, fines or other charges to a Card Scheme or any 
other person, either relating to the Agreement or because your Chargeback to Transactions 
ratio is more than the industry average, you must pay that money to us. The industry 
average is decided by the Card Schemes.

22.3	 If you break the Agreement or we have to carry out an investigation because of something 
you have done, then you must pay our reasonable costs (including management time) of 
managing your account. 

22.4	 If you ask for our extra help in relation to your account on top of us providing the Services 
to you, then you must pay our reasonable costs (including management time) of managing 
your account.

23.	Will you need to pay VAT and other taxes?
Unless we say otherwise, all payments which you have to make to us under the Agreement don’t 
include VAT and any other relevant taxes. You will be responsible for paying VAT as applicable 
and any other relevant taxes.

24.	What information will we provide to you about charges and other money 
you owe?
24.1	 We keep a record of what you owe to us and what we owe to you. 

24.2	 We will provide a statement to you with this information, or make it available to you, at 
least once a month. 

24.3	 You should check your statement and tell us if you see something in your statement you 
don’t agree with or you don’t recognise without undue delay, and always within 90 days of 
our providing or making it available to you. 

24.4	 We will make available to you free management information tools which allow you to view 
a breakdown of your charges and fees for the services. Information on how to access these 
tools will be provided to you.

25.	How will you pay any money you owe to us?
25.1	 You must complete and sign a Direct Debit mandate which authorises your bank to pay to 

us any money which you owe us under the Agreement. 

25.2	 If you want to change your bank account, you must tell us at least 20 Business Days before 
you do so and you must set up a Direct Debit at your new bank.

26.	What is a Chargeback and what rules apply to Chargebacks?
26.1	 A Chargeback is where a Cardholder or Card Issuer disputes a Transaction and requests the 

money back for something that has been paid for. Chargebacks can apply to all kinds of 
Transactions. For example, they can apply to Card Not Present Transactions and Purchase 
with Cashback.
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26.2	 If a Cardholder or Card Issuer exercises its right not to settle or to undertake a Chargeback, 
we can chargeback the Transaction immediately. We do not need to give you notice of this. 
We will take the amount paid to you for that Transaction back from your nominated bank 
account (or your Merchant Account). If we can’t do that for any reason, we will use another 
way to get the money back from you. A Cardholder can still make a claim for a Chargeback, 
even if you have agreed something different with them.

26.3	 If you request that any Transaction is processed without Strong Customer Authentication 
((the requirement for verification of a user’s identity in two ways), you will always be 
financially responsible for those Transactions if they are charged back. 

26.4	 It is your responsibility to be aware of problems with Transaction Data which could lead to 
Chargebacks. We will treat all Transaction Data as valid and we will only make you aware of 
problems when a Chargeback actually occurs.

26.5	 You must comply with any process we put in place to deal with Chargebacks and 
other disputes.

26.6	 We don’t have to assist you in getting payment from a Cardholder where the relevant 
Transaction has been charged back.

27.	 What evidence do you need to keep about Transactions?
27.1	 It is your responsibility to prove that a Transaction was authorised by the Cardholder. We 

can ask you to prove this at any time.

27.2	 You must keep the original and/or microfilm (or other format) copy of Sales Receipts, 
Refund Receipts, instructions from Cardholders received by mail (to process CNP 
Transactions) and systematic Transaction Data for at least 13 months from the date of a 
Transaction. You must give it to us if we ask for it. If you don’t do this when we ask for it, it 
may lead to a Chargeback. 

27.3	 You must keep back-up(s) of Transaction Data for at least two years.

27.4	 If there is any loss or damage to any Transaction Data you have given to us, you must give it 
to us again. We will agree with you how you should send it to us.

27.5	 If any loss or damage to any vouchers or the device containing any Transaction Data is due 
to our carelessness, we will only be required to pay you for the replacement value of the lost 
or damaged vouchers or device. You are responsible for making sure that the data can be 
rebuilt. We won’t be responsible for the face value of any Transaction Data or the costs of 
rebuilding the data, or for any other loss or damage.

27.6	 You must keep all electronic Card data (such as information stored in the magnetic stripe) 
in a fully secure environment at all times.

27.7	 You must destroy (through incineration, cross shredding or crushing) any media containing 
obsolete Transaction data with Cardholder information. This includes paper Transaction 
records, which should never be thrown into the public rubbish system if they are 
still complete.

28.	What information do you need to provide to us?
28.1	 If we ask, you must send us copies of your financial accounts, supplier invoices, customer 

contracts and any other information that we need. This is so that we can do our best to 
protect your account from fraud. It also helps us to understand whether there is any risk 
that you might not be able to repay amounts that you owe to us.

28.2	 You authorise us to obtain information we need from third parties and members of the 
Lloyds Banking Group so we can check and understand your financial and credit status.
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28.3	 If you want to process Transactions on behalf of third parties or want to appoint an agent 
to process Transactions on your behalf, you must make sure that you or your agents have 
first obtained the necessary regulatory approvals from the Financial Conduct Authority 
unless you benefit from a Regulatory Exclusion. lf you want to process transactions on 
behalf of third parties, you will need to enter into a new agreement with us so you must tell 
us immediately.

28.4	 If we ask, you must provide us (or our agents), with reasonable access to your books, 
records and/or systems, so that we can check whether you are complying with your 
obligations under the Agreement. You also authorise us to take copies of those books 
and records. 

28.5	 If we ask, you must provide us, our agents or advisers with any information which is in 
your possession, control or knowledge relating to the Agreement to enable us to meet our 
obligations under the Rules. 

29.	What are you responsible for under the Agreement?
29.1	 You will indemnify us for any and all claims, costs, losses, expenses and liabilities which 

we may suffer or incur as a result of any Transaction between you and any Cardholder. 
This includes claims, costs, losses, expenses and liabilities which arise indirectly from 
the Transaction.

29.2	 You will at your own expense provide us with all information and assistance which we may 
reasonably require in relation to any Transaction between you and any Cardholder. You 
can decide whether or not to challenge any claim made by a Cardholder. If you decide to 
challenge a claim, we will investigate the Cardholder’s claim but our decision in relation to 
that claim will be final.

29.3	 You will indemnify us for any claims, costs, losses, expenses and liabilities which we may 
suffer or incur as a result, directly or indirectly, of anything done or not done by you or any 
person acting on your behalf. For example, this will include Card Scheme or regulatory fines 
or liabilities we incur if you breach your confidentiality obligations to us.

29.4	 You will be responsible for any money you lose as a result of any fraudulent Transaction.

30.	What are we responsible for under the Agreement?
30.1	 We will pay all sums due to you under the Agreement.

30.2	 We won’t be responsible for

30.2.1	 money you lose which isn’t directly linked to the incident leading you to claim against 
us. This applies whether or not we could have reasonably foreseen that you would 
lose that money; or

30.2.2	 any loss of profit, loss of business, loss of goodwill or any form of special damages 
where that results from any act or omission by us in providing the Services; or

30.2.3	 any money you lose including any loss of profit, loss of business, loss of goodwill or 
any form of special damages resulting from an act or omission by a Supplier where 
we have referred you to a Supplier and you have entered into separate terms with 
that Supplier.

30.3	 We won’t be responsible to you for any losses you suffer which exceed the lower of:  
(i) £100,000 and (ii) the amount of fees paid by you to us for the Services in the calendar 
year that you make a claim against us.

30.4	 Nothing in the Agreement will exclude or limit our responsibility for fraudulent 
misrepresentation by us, our employees or agents; or for death or personal injury caused 
by our negligence or the negligence or our employees or agents; or any other liability on our 
part which cannot be excluded by law.



16y

31.	 Who is responsible to us for any debts and liabilities?
31.1	 If you are a sole trader you are personally responsible to us.

31.2	 If you are a partner, a trustee or a member of an unincorporated organisation (for example, 
a charity or club or society) with more than one member, each partner, trustee or member 
is jointly and individually liable for all liabilities of the partnership or organisation to us. This 
means each partner, trustee or member is separately responsible to us for all debts and 
liabilities, not just a share of them. We can take action to recover the whole of any debt 
from any one or more or all of you. If any of you breaks the terms of the Agreement, we can 
take action against one or more or all of you, either individually or together. This is known as 
joint and several liability.

31.3	 lf we are owed money when a partner, trustee or committee member dies, the deceased’s 
estate remains responsible for paying the debt and we may require payment from it.

31.4	 If we are owed money when a partner, trustee or committee member leaves the business, 
trust fund, charity or club/society, the outgoing partner, trustee or committee member 
remains separately responsible to repay the existing debt.

31.5	 If you are a director of a limited company or a member of a limited partnership, your 
personal liability to us under the Agreement is limited to the capital you have invested in 
the company or partnership. Under the terms of the Agreement, the company or limited 
liability partnership will be fully liable for any debts arising under the Agreement.

32.	When might we ask you to provide security or use security you have 
provided to us?
32.1	 If any part of Lloyds Banking Group holds security in respect of any liabilities of yours to us, 

then any sums due from you to us under the Agreement will be secured by such security.

32.2	 We may at any time by notice require you to give security, in a form we will choose, in 
respect of:

32.2.1	 all sums due, or which may become due, at any time under the Agreement; or 

32.2.2	 any loss or damage that we may suffer under the Agreement (including any past, 
present or future Chargeback risk). 

32.3	 You must comply with our request within the timescale specified in the notice. We may 
tell you before or upon ending the Agreement that we require you to provide security 
for a period of time after the end of the Agreement. We will keep this security until we 
reasonably consider that we no longer require the security in respect of sums due at any 
time or any loss or damage that we may suffer in connection with the Agreement.

33.	Can we take money from you to pay off a debt you owe? 
33.1	 If you owe money to us or we reasonably think you will owe money to us soon which will 

remain unpaid by you, we may use money we hold, or any other member of Lloyds Banking 
Group holds, to reduce or repay what you owe. We don’t need to tell you before we do so. 

33.2	 We can transfer money directly between accounts or we can combine the balances of one 
or more accounts and then use the combined balance to reduce or repay the amount you 
owe us.

33.3	 If we need to make a currency exchange to do this, we will use the equivalent amount in the 
relevant currency. 

33.4	 If we decide to pay you money to settle a complaint or to pay you compensation, we may 
take off any money you owe us from that amount first. 
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34.	When and how can we change the Cardnet Merchant Agreement or any 
other important document?

To reflect changes in law, regulation or codes of 
practice that apply to us or the way we are regulated

Where possible, we will tell you in writing at least two 
months before we make any change to the Cardnet 
Merchant Agreement.

If this is not possible, we will give you as much notice as we 
reasonably can.

For any change to the Merchant Operating Manual, we will 
give you as much prior notice where possible of the change 
unless we are required to make the change immediately.

For any other reason
We will tell you in writing at least two months before we 
make any change.

If we add new products or services to the Agreement or add to the ways in which you can 
use the Services (and this does not otherwise change the Agreement with us), this will not be 
treated as a change. As a result, we won’t give you two months’ written notice of this.

We will notify you of changes to the Agreement by post, by email, through any online service 
which you receive from us or in any other way which we have agreed with you.

35.	What if you don’t like the change we are making? 
If you are unhappy with the change, you can tell us at any time before the change starts to apply. 
We will end the Agreement and any Services. If you don’t tell us before the date the change 
starts to apply, you will have accepted the change and the change will apply from that date. 

36.	What do you need to do if you also get acquiring services from 
another provider?
You will let us know if you are already being provided with merchant acquiring services by any 
other provider or if you decide to enter into a contract to be provided with merchant acquiring 
services by another provider.

37.	 How must you and us look after each other’s information?
37.1	 You will not (and will ensure that none of your agents) create, use or reveal to any third 

party any list of Cardholders or Card numbers or any other information relating to 
Cardholders, or any information relating to our business.

37.2	 Except for where we are allowed to disclose information (as explained below), we will treat 
information we hold about you in connection with the Agreement as confidential. We will 
only disclose this information outside the Lloyds Banking Group:

37.2.1	 with your consent;

37.2.2	 to our agents in connection with the Agreement; or

37.2.3	 if the law requires or permits.

37.3	 We may disclose information about your business to the police, Card Schemes, Affiliates, 
any trade association for payment institutions providing payment services (including the 
UK Cards Association or any successor body) or any other investigating body for use in the 
prevention or detection of fraud or other criminal activity, or to any credit reference agency 
which we also use as a source of information.
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38.	When will the Agreement end?
The Agreement continues until you or we end it. 

39.	When can you or we end the Agreement and how much notice will 
be given?
The table shows how you or we can end the Agreement and stop providing the Service to you. If 
we end it, we will act in a way we think is reasonable and we will try to reduce the inconvenience 
to you. 

By Reason How much notice will 
we give to you, or do 
you need to give to us? 

You Any reason

One month’s notice (in 
writing by post or email 
unless otherwise agreed 
between you and us).

Us You fail to pay any amounts that are due to us under the Agreement; None

We are required to do so in order to comply with legal, fiscal or 
regulatory changes;

You process a Transaction for your own Card or any Card, without the 
sale of any goods or services;

We are required by any Card Scheme to terminate the Agreement;

A Supplier informs us that it is immediately terminating the provision 
of the Services to you due to your non-compliance with any terms of 
the Supplier;

You fail to validate your compliance with PCI DSS when we require 
you to;

Where your ratio of fraudulent Transactions to total Transactions has 
exceeded such level as we tell you about from time to time;

Where you are carrying out a type of business that a Card Scheme will 
not process Transactions for;

Any information you have given us (whether connected with the 
Agreement or not) is significantly inaccurate;

You fail at any time to meet any checks required by law or regulation;

Closure is required by the order of any court, a direction or decision of 
a regulator, HM Treasury, the Secretary of State or any other legal or 
regulatory requirement;

Without our prior written approval you accept any Card Transaction for 
goods or services where the Point of Sale is outside the United Kingdom;

You have seriously or repeatedly broken the Agreement in any other way;

You accept Cards in breach of the Merchant Operating Manual; and/or

Your website does not meet the content standards that we tell 
you about.

We reasonably consider that:

there is illegal or fraudulent activity on, or connected to, the opening or 
use of the Services;

you are, or may be, using the Services or behaving improperly – for 
example in a threatening or abusive way;

you have breached or are attempting to breach, any applicable law or 
regulation; and/or



19y

By Reason How much notice will 
we give to you, or do 
you need to give to us? 

Us
by continuing the Agreement we (or another company in the Lloyds 
Banking Group) may be exposed to action from a government, regulator 
or other authority or may break a regulatory requirement.

None

We reasonably believe you cannot pay your debts to us or any other 
person, or any action is taken against you to initiate insolvency 
proceedings, or you take any action (including entering negotiations 
or applying for or obtaining a moratorium) with a view to readjusting, 
rescheduling, forgiving or deferring any part of your debts.

None

Any other reason.
2 months in writing (or 
longer if required by law)

If you become aware that anything set out above has happened, or if you believe that it will 
happen, you must tell us immediately.

Instead of ending the Agreement, we may agree with you that you will make improvements 
or changes to your business, processes and policies and/or training. We will choose whether 
to allow this and whether the planned improvements solve any breach or potential breach of 
the Agreement.

40.	Will we charge you for ending the Agreement?
If you end the Agreement within six months of the start date of the Agreement, you will pay the 
Early Termination Fee. You can find details of the Early Termination Fee in the Cardnet Merchant 
Specific Conditions. There will not be any charge after that six month period.

41.	 What happens after closure?
41.1	 If the Agreement ends you must quickly:

41.1.1	 return to us (or our agents) any materials provided by us, our agents or any other 
entity in the Lloyds Banking Group in relation to the Agreement; and

41.1.2	 pay us all amounts which you owe under the Agreement. Any amounts which you 
have paid in advance will be paid back to you proportionally.

41.2	 You must not use our names our agents’ names, any of our trade marks or logos or any 
promotional materials we or our agents have provided to you or which refer to us or the 
provision of merchant services by us to you.

41.3	 The ending of this Agreement will not affect your obligations, and any debts and liabilities 
you owe to us. For example, if you owe charges to us when this Agreement ends, you 
will still need to pay those charges to us and if you are financially responsible to us for 
Chargebacks, you will still need to pay that money to us.

41.4	 If we end the Agreement with you, we may tell the Card Schemes and/or credit references 
agencies. We may also tell them the reasons we have ended the Agreement.

42.	When do you need to tell us about changes to your business?
42.1	 You must tell us immediately if there are changes to your business. You can find 

information about how to tell us, and what proof you will need to send to us, at 
lloydsbank.com/cardnet > ‘Existing Customers’ > ‘Update your details’.

42.2	 If there is a change, sometimes we may need you to sign a new agreement, sign a new Direct 
Debit mandate or provide us with additional information.
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42.3	 When we say changes to your business, we mean:

changes to your bank or branch

changes to your business or registered office address

changes to your contact details

changes to your legal entity 

Examples:

Your business changes from sole trader status to limited 
company status

There is a new partner or a partner leaves

changes to the nature of your business, your Card 
turnover and average sale value

Examples:

You change the types of goods or services you sell 

You expand into a new line of business

changes to your trading terms

Examples:

Changes to your Refund policy

Changes to the terms and conditions for your customers

Changes to delivery times you have told us about

changes to any of the details you gave in your 
application to Cardnet

any insolvency event which affects your business

any arrangement you make with creditors

if you experience any financial difficulties

you are selling or closing your business. 

Important: If you don’t tell us that you no longer own 
the business you will continue to be responsible for 
any liabilities that the new owner(s) generate.

42.4	 If you don’t tell us about a change, sometimes we may have to stop providing you with 
Services or stop adding money to your bank account from Transactions until we have 
updated our systems, completed an investigation and/or completed a risk assessment.

43.	Can rights and obligations under the Agreement be passed to 
someone else?
43.1	 You can’t give your rights or obligations to anyone else.

43.2	 We may transfer any of our rights and obligations under the Agreement to another person 
without your approval. You agree that you will quickly complete all documents that we 
reasonably request to make that transfer effective. We may also sub-contract any of our 
obligations under the Agreement to another person without your approval.

44.	What happens if events occur which are outside of our control?
44.1	 Sometimes we might not be able to perform our obligations under the Agreement for 

abnormal and unforeseeable reasons beyond our control, or we might be delayed in doing 
so. If this happens, we won’t be responsible to you for any failure or delay, as long as we 
have done what we can in the circumstances.

44.2	 These things include strikes, lock-outs or other labour disputes, acts of God, war, riot, 
civil commotion or malicious damage, accident, breakdown or other failure of equipment, 
software or communications network, fire, flood or any other event affecting the supply of 
goods or services.
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45.	How can we contact each other?
45.1	 You can contact us by post addressed to us at Lloyds Bank Cardnet, Phoenix House, 

Christopher Martin Road, Basildon, Essex SS14 3EZ or by email.

45.2	 We can contact you by post, by telephone, email, through a broadcast message on an 
online service that we provide to you or by posting a notice on our website. 

45.3	 If we are sending a copy of a notice to you, we will only send one copy. This applies even if 
the Agreement is held in the names of two or more persons.

45.4	 We will communicate with you in English.

45.5	 If we suspect fraud or other security threats in relation to your Account, or if we want 
to notify you about a security incident which could affect you, we will contact you in 
a fast and secure way (using the contact details we have for you) to tell you what you 
need to do. This may include SMS, online notifications, post, or any other appropriate 
messaging service.

46.	Which laws and courts apply to the Agreement? 
The laws of England and Wales, and the courts of England and Wales, will decide any legal 
questions under or relating to the Agreement (whether contractual or otherwise).

47.	Will we always enforce our rights under the Agreement?
We may not always strictly enforce our rights. For example, we may allow you more time to pay 
what you owe. If we do this, it will just be a temporary measure and does not stop us enforcing 
our rights in the future.

48.	Who can enforce the Agreement? 
No one can enforce the terms of the Agreement other than you or us.

49.	How do you give us consent, or withdraw your consent, for the payment 
services we provide to you under the Agreement?
You give us your explicit consent (or have obtained the explicit consent of the relevant 
individual) for us to access, process and keep any personal information that you provide to us for 
the purposes of providing payment services to you. This won’t affect any rights anyone has under 
data protection legislation. You can withdraw your consent by ending the Agreement.

50.	Will any other documents apply to our relationship with you relating to 
the Services?
The Agreement reflects the entire understanding between us and you relating to what the 
Agreement is about. It applies instead of all previous statements, negotiations or understandings 
(whether they have been discussed between us and you or are in writing). This is except where 
any fraudulent misrepresentation has been made by us or you. You agree that you have not relied 
on any statements, negotiations or understandings, whether express (other than as set out in 
the Agreement) or implied, in entering into the Agreement.

51.	 How can you get another copy of any documents you need to read to 
understand the Agreement?
For a copy of the documents that make up the Agreement, please contact us (or see our website 
at lloydsbank.com/cardnet). 

https://www.lloydsbank.com/business/take-payments-with-cardnet.html
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52.	What happens if any clause is not compliant with law?
It will be treated as being deleted from the Agreement, but all other clauses will continue 
to apply.

53.	What happens if you face financial difficulties?
53.1	 You should let us know as soon as possible. We will always try to help you. We will always try 

to reach agreement with you on how and when debts will be repaid and tell you where you 
can get advice. We will also be happy to work with your advisers.

53.2	 You will usually spot financial problems before us. The main reason for financial problems 
related to the Services is Chargebacks. The most common type of Chargeback relates to 
CNP Transactions so you need to be particularly careful if you use CNP Transactions to 
avoid being targeted by fraudsters. Most other Chargebacks arise when Transactions have 
not been read through the Terminal, imprinted or authorised correctly.

53.3	 lf we become aware of problems, we will let you know in writing. This list gives a few 
examples of problems that can concern us, particularly if you do not explain what 
is happening:

53.3.1	 There is a large increase in your Card turnover;

53.3.2	 The value of a Transaction is a lot larger than you told us you would process or 
usually process;

53.3.3	 There are unusual numbers of ’key entered’ Transactions;

53.3.4	 We start to see Chargebacks from issuers on your account particularly if Cardholders 
are not receiving goods that they have ordered;

53.3.5	 Transactions are not being correctly authorised; and

53.3.6	 Direct Debits are returned unpaid by your bank branch. 

53.4	 We can offer guidance to help protect you from financial loss. If you are concerned about 
fraud, we can send you training information and materials. If you are worried about 
suffering a Chargeback, or experience financial difficulties because of a Chargeback, we will 
do all we can to help you. 

54.	What happens if something goes wrong and you want to complain?
If you experience a problem, we will always try to resolve it as quickly as possible. Please bring it 
to the attention of any member of staff.

Our complaints procedures are published at lloydsbank.com/cardnet-complaint

If you disagree with the decision we make, you may be able to refer the matter to the Financial 
Ombudsman Service free of charge. The Financial Ombudsman Service provides a way of 
resolving disputes if you’re unhappy with something we’ve done. Details are available from us on 
request or you can get further information at www.financial-ombudsman.org.uk. Due to the 
eligibility criteria of this scheme not all Lloyds Bank customers will be covered. 

https://www.lloydsbank.com/business/take-payments-with-cardnet/forms/existing-customer/raisingacomplaint.html
http://www.financial-ombudsman.org.uk
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Part B

55.	What is a Payment Gateway and what rules apply to Payment Gateways?
55.1	 A Payment Gateway allows you to accept payments for items sold through your website 

or over the phone. In the checkout process, the Payment Gateway will handle the part 
where your customer’s payment details are entered allowing the payment to be submitted 
for processing.

55.2	 If you use any of our Payment Gateways (including Lloyds Bank Online Payments, Hosted 
Payment Page, Connect, Virtual Terminal, API or Integrated Payment Page), you confirm to 
us that you have the required consent from any individuals to hold personal data relating 
to them and to pass the data to us for processing. You will indemnify us in respect of any 
and all claims, costs, losses, expenses and liabilities which we may suffer or incur which in 
anyway, directly or indirectly, arise from or relate to any breach of your confirmation and/or 
your failure to have the required consents in place.

55.3	 Where you use Connect or the Hosted Payment Page to host the internet payment pages:

55.3.1	 we are responsible for making sure that the internet payment pages hosted using 
Connect or Hosted Payment Page are PCI DSS Level 1 compliant in respect of the 
collection and storage of Cardholder data and/or Transaction data. We will engage 
with the PCI SCC to achieve this; and

55.3.2	 you must undertake all Transactions using the Additional Verification Protocol, unless 
we have agreed you don’t need to do that in writing.

55.4	 If you use an API or an Integrated Payment Page to host the internet payment pages:

55.4.1	 you must make sure that the internet payment pages hosted using the API or 
Integrated Payment Page are PCI DSS compliant in respect of the collection and 
storage of Cardholder data and/or Transaction data. You must engage with the PCI 
SCC to achieve this;

55.4.2	 you must undertake all Transactions using the Additional Verification Protocol, unless 
we have agreed you don’t need to do that in writing; and

55.4.3	 you must comply with any instructions given by us on the use of the Additional 
Verification Protocol. You must not retain any Card Security Code data in respect of 
any Transaction. You must destroy that data upon completion of the Transaction.

55.5	 You confirm to us that you:

55.5.1	 won’t, and you will make sure that your agents and customers don’t, use Connect, 
an API, Hosted Payment Page, Integrated Payment Page, or any website in a way 
which might risk the integrity, confidentiality, or security of the items listed below 
(including by disabling devices and sending unsolicited emails):

55.5.1.1	 your Virtual Terminals or your agents’ Virtual Terminals; 

55.5.1.2	 any associated equipment;

55.5.1.3	 any computer system, servers or network used by you to communicate 
with us; 

55.5.1.4	 any computer system, servers or network used by you to communicate with 
Cardholders; and/or

55.5.1.5	 any other computer systems.
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56.	When can you accept Transactions in other currencies and what rules 
apply to those Transactions? 

Rules which apply to Dynamic Currency Conversion

56.1	 Where you have told us that you want to process Transactions in the currency of the 
country where a Card was issued, the terms below in this Part B will apply. If this section 
says one thing and Part A of the Cardnet Merchant Agreement says something else, this 
section will apply. 

56.2	 Where we agree in writing that you may accept Currency Transactions, you must complete 
an additional contract with a DCCP approved by us. 

56.3	 You agree that:

56.3.1	 we are not responsible for any losses which may occur because of you entering 
into a contract with a DCCP and/or allowing the DCCP to process Transactions on 
your behalf;

56.3.2	 you will be responsible for any Card Scheme fines arising from any breach or 
non-compliance of the Rules resulting from the use of the DCC Service; and

56.3.3	 where you experience any difficulty with the DCC Service or the payment (or 
non-payment) of your Foreign Currency Fee, you will contact the DCCP. Your Foreign 
Currency Fee is payable by the DCCP and we are not responsible for this payment.

56.4	 To help you with the DCC Service, DCCP will provide or make available to you via your 
System, the exchange rate for Sterling against each Additional Currency.

56.5	 We will pay you all sums submitted in relation to Currency Transactions in Sterling, at the 
exchange rate applicable on the day of the Currency Transaction (less the amount of any 
Refunds and any Transactions which are rejected or not accepted by us).

56.6	 If there is a Chargeback for a Currency Transaction, the Chargeback will be converted to 
Sterling using the exchange rate which was used for the original Currency Transaction and 
charged back to you.

56.7	 Any Refund for an earlier Currency Transaction must be made at the equivalent Sterling 
amount of the Currency Transaction. The Refund will be converted by us at the exchange 
rate applicable on the day we process the Refund and this amount will be paid as a Refund 
to the Cardholder.

56.8	 The level of your Foreign Currency Fee may be changed by us in accordance with the terms 
of the Cardnet Merchant Agreement. The charges for all Currency Transactions are set out 
in the Cardnet Merchant Specific Conditions.

56.9	 You will submit all Transaction Data for Currency Transactions electronically using 
your System.

56.10	 Transaction Data must be submitted before the Transaction Cut-off Time on the day the 
Transaction was made.

56.11	 If your System isn’t working properly, you must not accept any Currency Transactions.

56.12	 You will provide any Cardholder wishing to enter into a Currency Transaction with any 
information we may provide to you. This will include:

56.12.1	 the exchange rate applicable to the Currency Transaction; and

56.12.2	 the Sterling equivalent amount of the Currency Transaction.
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56.13	 We may end the DCC Service immediately if:

56.13.1	 you accept Currency Transactions which are not in line with the procedures set out 
in the Merchant Operating Manual or any instructions provided to you by the DCC 
Provider; or

56.13.2	 we are required to do so by any Card Scheme.

57.	 Rules which apply to Multi-Currency Transactions
57.1	 Where you have told us that you want to accept Multi-Currency Transactions and we agree 

to provide multi-currency services, the terms below in this Part B will apply. If this Part B 
says one thing and Part A of the Cardnet Merchant Agreement says something else, this Part 
B will apply. 

57.2	 The types of currencies which you are authorised to accept and the charges to be paid by 
you will be provided when we agree to provide multi-currency services.

57.3	 Settlement for a Multi-Currency Transaction will be calculated using the exchange rate 
applied by us at the time of conversion.

57.4	 The charges payable will be converted from the settlement currency to Sterling and we will 
use the exchange rate applying at the time the monies are converted.

Information: Exchange rates for these currencies are subject to fluctuation.

57.5	 Transaction Data files must be delivered to us in the format communicated to your 
PSP/software company by no later than 2am each day.
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	b Go to �lloydsbank.com/
cardnet

	x �Call us on 01268 567100 
lines open from 8am to 
9pm Monday to Saturday

If you need this 
communication in 
another format such 
as large print, Braille 
or audio CD please 
contact us.

Important information
Calls may be monitored or recorded in case 
we need to check we have carried out your 
instructions correctly and to help improve our 
quality of service. 

Please remember we cannot guarantee the 
security of messages sent by email.

Cardnet® is a registered trademark of  
Lloyds Bank plc. Mastercard® and the 
Mastercard Brand Mark are a registered 
trademark of Mastercard International 
Incorporated, Maestro is a registered trademark 
of Mastercard International Incorporated. 

Discover is a registered trademark of Discover 
Financial Services. Diners Cub international is 
a registered trademark of Discover Financial 
Services. ProtectBuy® is a registered trademark 
of Discover Financial Services.

Lloyds Bank plc. Registered Office: 25 Gresham 
Street, London EC2V 7HN. Registered in 
England and Wales No. 2065. Authorised by the 
Prudential Regulation Authority and regulated 
by the Financial Conduct Authority and the 
Prudential Regulation Authority.

Lloyds Bank plc is covered by the Financial 
Ombudsman Service. (Please note that due 
to the eligibility criteria of this scheme not all 
Lloyds Bank customers will be covered.)

This information is correct as of October 2025.

Our service promise
If you experience a problem, we will always try to 
resolve it as quickly as possible. Please bring it to 
the attention of any member of staff.

Our complaints procedures are published at 
lloydsbank.com/cardnet-complaint

https://www.lloydsbank.com/business/take-payments-with-cardnet/forms/existing-customer/raisingacomplaint.html



